
 

Webserver
needs to deal w concurrentclients

listenfd is kindalikea file descriptor for a client
accepts messagesfrominternet1networkcard

connecttd talk to specificclient

okaybutuecan also justdothisin a childprocess

echo needs to be waitinguntilclient acknowledges
can'tdoanything forother incoming requests

running echo in childprocess can runwhileparentacceptsotherconnections

establishconnection

D createnew connected

forkchild

nonchild talksto clientnotparent

gottaclose childprocesses orelse



solution closeconnectfdforeachnew connection doesn't Needpointerstoits children

cons of process based concurrency

can beOverkillif childrenare shortlived

Veryhard to communicate between children

Better to concurrency Threads

parallelization isn'tconcurrency
needs management

nosharing

thread allowsmanyprocessesin a process
allowsshaving

thread lightweight process

processspawns multiplethreadsthreadonly belongstoaprecess



posix
threads interface Cpthreads

pthreadcreate threadD Nuu function Nur

hey OS create thread forthisprocess

Main peer stack separated

howto pass connectionfd argumentto pearthread Sways

pass pointerto connectfd into It from main stack notreliable
connected can changeovertimedatarace

use malloe to putinfo onto heap greed

pass connectfdvalue passviaregisters good



Synchronization

Threads are mini processes createdby processtouseparallelism
eachhave our stack
PC'spointtodifferentaddresswithinsame codesegment
shave data heap

coderaces canmessthingsup

Howto think about concurrency
Understanding sharedvariables

Understanding atomicity

Identifying sharedvariables

notjust globalvariables
variables connectedfd stillshared notglobal

Whichlines invirtualmemory space is accessibleby whichthreads
Followthepointers

3typesof variables

global createdoutside
accessedbymain31peerthreadsreside in datasegmentnotstack

local createdinsideeachft
residein stack
accessedwithin fa

newforeachfk

localstatic declaredwithinafiresidesin datasegment
accessedbyall threadsrunningsame ft

only 1instance
NO

can'taccessit



a variable instance is shared it multiple threads referenceit 2000
forexample

pointers cansharethru theirvalues

all of a.tl both cE3 are
sharedby multiplethreads

TitTr can'tsee an inty c

concurrency itt problem

it isnot atomic operation

example 33.00

race condition

solution atomicity
certain segments ofcode won'tbe interrupted

critical section

mutual exclusion onlyHhnead incritical sectronatatime

usesome formof locks semaphores

threads t shaving locks

allocate31initializeslock
acquirethelockifavailable lockflock

putin sleepif lockBbusy byOS
unlocklock

cancreate lookforeach user

canuse multiple locks update manyvariables



Synchronization vs parallelism

Synchronization 4semaphores

semaphore nonnegative globalinteger synchronization variable

allocate
space forglobalvariable

initialize semaphore O l
only 1threadavailableidf availableHag
incriticalsection

PCsemaphore VGemaphore

if val O putinqueue
tellittosleep

decrement anavailableval tonotavailable
toexecute stuff

set Valavailable awakesomeone
fromqueue



binary semaphore goodfor mutualexclusion

Deadlock
everyentity iswaitingfor resourceheldbyanotherentity
overlapping locks

all pairs ofmutexes
isthereanoverlap notin same order deadlock possible

Usersfaster

olddays singlethreadedprograms

Parallelismsmultiprocessors concurrency overlapping os

process is tooheavy D threads

shaved data t readdriteconflicts D dataraces 8

Locks atomicity mutualexclusion

embarrassingly parallelize subtasks don'tsynchronize 1aktooof

wrongorderof locks 0deadlocksuselocksin rightorder


